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Transformation of the global threat, what should we 
 prepare? An analytical study of the Covid-19 pandemic
Transformation de la menace mondiale, à quoi devons-nous nous préparer ? 
Une étude analytique de la pandémie de Covid-19
T. Nurrobi1,2. INDONESIA 

Abstract

The Covid-19 pandemic that occurred in 2020 was the largest pandemic event in the world in the last ten years. It has created 
a transformation of global threat priorities from non-biological to biological threats. However, the industrial revolution 4.0 and 
the societal revolution 5.0 as a result of globalization and modernization have triggered to another threats emerge, which 
called cyber threats [1]. Both biological and cyber threats are real threats that will exist for the next ten years, and are even 
predicted to grow rapidly. This article aims to analyze the impact of the Covid-19 pandemic from the Indonesia perspective, on 
the emergence of biological and cyber threats in the future. The combination of these two threats will cause the emergence of 
a new type of threat, called bio-cyber threats. With the further development of digital technology in the future, the bio-cyber 
threats will be easily spread widely in a short time but difficult to detect.
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Résumé 

La pandémie de Covid-19 qui s’est déclarée en 2020 a été l’événement pandémique le plus important de ces dix dernières 
années. Elle a entraîné une transformation des priorités des menaces mondiales, qui sont passées de menaces non biologiques 
à des menaces biologiques. Cependant, la révolution industrielle 4.0 et la révolution sociétale 5.0 résultant de la mondialisation 
et de la modernisation ont fait émerger d’autres menaces, les cybermenaces [1]. Les menaces biologiques et cybernétiques 
sont des menaces réelles qui existeront au cours des dix prochaines années et qui devraient même croître rapidement. Cet 
article vise à analyser l’impact de la pandémie de Covid-19, du point de vue de l’Indonésie, sur l’émergence des menaces bio-
logiques et cybernétiques à venir. La combinaison de ces deux menaces entraînera l’émergence d’un nouveau type de menace, 
appelé menace bio-cyber. Avec le développement de la technologie numérique, les menaces biologiques et cybernétiques 
seront facilement répandues en peu de temps, mais difficiles à détecter.
Mots-clés : menaces biologiques, cybermenaces, bio-cyber, Covid-19

INTRODUCTION

The 2017 edition of Time magazine pre-
dicted that no country would be prepared 
to face the upcoming pandemic [2]. And 
indeed, at the end of 2019, a pneumonia 
outbreak emerged, caused by a new type 
of Coronavirus, SARS CoV2 [3]. This out-
break was transmitted through bats, which 
was later named Covid-19, which stands for 
Coronavirus Disease 2019 [4]. Covid-19 
quickly spread throughout the world, in-
cluding Indonesia. Finally, on March 11th, 
2020, this disease was declared as a pan-
demic by WHO [5].
The Covid-19 pandemic is a global biologi-
cal threat [6]. Moreover, Covid-19 is the 
worst pandemic in the last 10 years after 
the H1N1 virus Infl uenza outbreak in 2009, 

as it has aff ected 210 countries [7]. Covid-19 
is also included in the 10 worst pandemics 
that have ever occurred in the world. Even 
according to Antoni Fauci MD., Director of 
the National Institute of Allergy and Infec-
tious Disease (NIAID), Covid-19 is the larg-
est outbreak in the US in the last 100 years, 
surpassing the Spanish Flu [8].
Modernization and Globalization as infl u-
ences from the development of science 
and technology are basically like two sides 
of a knife, where one side has positive ef-
fects and the other side has negative im-
pacts [9]. Some technological develop-
ments that can infl uence modernization 
and globalization include the discovery of 
computers, the internet, social media net-
works, digital technology, molecular biol-
ogy technology, etc.
Modernization and globalization will im-
pact the transformation of threats, either 
directly or indirectly. Indirectly, moderniza-

tion and globalization will lead to several 
extraordinary events which then trigger a 
transformation of threats. These extraordi-
nary events can occur abroad or within the 
country. Examples of several extraordinary 
events that occurred outside Indonesia in-
clude: the Anthrax letter attacks (2001), the 
Eleven September attacks (2001), and the 
Covid-19 Pandemic (2019). Then examples 
of extraordinary events that occurred in In-
donesia include: Bali Bombing (2002), Aceh 
Tsunami (2004). The transformation of 
threat itself can trigger ideas for further de-
velopment of science and technology. So 
that a circular process will emerge as shown 
in Figure 1 [10].
On the other hand, the existence of mod-
ernization and globalization that leads to 
the era of digitalization causes the emer-
gence of the industrial revolution 4.0 and 
the society revolution 5.0, which can have 
an impact on the emergence of threats in 
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cyberspace called cyber threats [11]. This 
cyber threats can lead to a 5th war genera-
tion, known as cyber war. 
Various types of cyber threats content can 
aff ect all aspects of life starting from ideol-
ogy, politics, economy, social, culture, de-
fense and security. One of the cyber con-
tents which have a real impact for human 
life is a cyber with biological content. How-
ever, when cyber threats combine with  bi-
ological threats, there will be a new born 
threat known as bio-cyber threats. Bio-cy-

ber threats is a kind of cyber threats which 
has related to living things content. The 
content usually can generate the emer-
gence of biological threats [12]. With the 
increasing development of the digital 
world, the bio-cyber world will also ad-
vance. Currently, with the advancement of 
science and technology, there has been a 
discovery of Synthetic DNA which has be-
come a milestone in the Cell Culture Revo-
lution in the future. The discovery in the 
fi eld of Biosynthetics is believed as the be-

ginning of the Industrial Revolution 5.0 
[13]. Of course, this condition will make 
bio-cyber threats in the future increasingly 
growth and become more and more dan-
gerous.

TRANSFORMATION OF GLOBAL 
THREATS

Indonesia, as the largest archipelagic coun-
try located between two oceans and two 
continents, has a very strategic geographi-
cal location for world trade. Coupled with 
abundant natural resources, this causes 
many countries have intention in Indone-
sia, so Indonesia indirectly has a large po-
tential threat, weather military, non-mili-
tary and hybrid threats [14]. Therefore, 
Indonesia continues to strengthen its mili-
tary power in line with the increasing of 
potential threats. Based on the Global Fire 
Power survey (2024), Indonesia’s current 
military strength is ranked 13th in the world 
[15].
The nature of the threat according to the 
Indonesian Defense White Paper (2015) is 
the main factor in the preparation of the 
national defense system based on strategic 
analysis and identifi cation of the nature of 
the threat [14]. According to Law No. 34 of 
2004 concerning the Indonesian National 
Armed Forces (TNI), the definition of a 
threat is any eff ort and activity, either from 
domestic or outside the country, which is 
considered to threaten or endanger the 

Figure 1. The circular process of the transformation of threat [10]

Table 1. Types and Differences of War Generation [10]
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sovereignty of the state, the territorial in-
tegrity of the Republic of Indonesia, and 
the safety of the entire nation [16].
Prior to the Covid-19 pandemic, there were 
several forms of threats consisting of natu-
ral disasters, terrorism and radicalism, sep-
aratism and armed rebellion, border viola-
tions, piracy and theft of natural resources, 
disease outbreaks, cyber attacks and espio-
nage, drug traffi  cking and abuse, as well as 
open confl icts or conventional wars. These 
threats are divided into military, non-mili-
tary and hybrid threats as well as real and 
potential threats [14].
In accordance with Law No. 34 of 2004, all 
those threats can disrupt state sovereignty 
and thus require the involvement of the TNI 
as the main component of defense. This is 
the main task of the TNI. In order to realize 
its main tasks, TNI carries out the Military 
Operations of War (MOW / OMP) and the 
Military Operations Other than War (MOOW 
/ OMSP) [15]. 
One of the MOOW which common act by 
TNI is a Humanitarian Assisstant and Disas-
ter Relief (HADR), as Indonesia located in 
the Pacifi c Ring of Fire area which has many 
disaster events occur. Besides, there are 
three tectonic plates converge in Indone-
sia, generating earthquakes, landslides, as 
well as tsunamis [17].
Natural disaster threats are essentially 
threats that have existed since ancient 
times. Various types of natural disasters can 

cause loss of life. Richie and Roser (2019) 
state that about 60,000 natural disaster vic-
tims die each year [18]. Drought and fl oods 
were initially the most fatal disasters caus-
ing many casualties. However, with ad-
vances in technology, recently drought and 
fl ood victims can be minimized.
Besides natural disasters, disease outbreaks 
are also threats that have existed since an-
cient times. The fi rst reported disease out-
break was in 429 BC [19]. The emergence of 
outbreaks can also cause death. And with 
the advancement of science, humans are 
increasingly aware of ways to prevent, de-
tect and response to outbreak threats, so 
that over time, the mortality rate has also 
decreased.
Modern scientific and technological ad-
vances since the 19th century have led to 
modernization and globalization. Several 
important discoveries such as the invention 
of chemicals, ammunition, weapons, com-
puters and the internet, have caused 
changes in human civilization leading to 
the emergence of new types of threats, 
such as modern warfare, terrorism, armed 
rebellion, drug traffi  cking, espionage and 
cyber [20].

SEVERAL PANDEMICS IN THE 
WORLD

According to Honigsbaum (2009), the defi -
nition of a Pandemic is a widespread epi-

demic of infectious disease across coun-
tries in one or more continents at the same 
time [21]. Meanwhile, according to Kelly, H 
(2011), a Pandemic is an epidemic that oc-
curs worldwide, or in a very wide area, 
crossing international borders and usually 
aff ecting a large number of people [22].
Outbreak events have been known for a 
long time since before Christ with the 
Plague of Athens. This disease outbreak re-
portedly aff ected 25% of the Athens popu-
lation in Greece for three consecutive years. 
In the modern literature, it turns out that 
the evidence found in this outbreak points 
to two types of diseases, known as Small-
pox and Typhoid Fever [23].
From the historical data, it can be seen that 
pandemics in the world were caused by 
four microorganisms: Bubonic Plague, In-
fl uenza virus, HIV and Coronavirus. The Bu-
bonic Plague pandemic occurred in three 
stages that lasted from 521 to 1960. The 
fi rst stage was the Plague of Justinian fol-
lowed by the second stage of Bubonic 
Plague (Black Death) and the third stage 
(Third Plague). Meanwhile, the Infl uenza 
pandemic occurred in two stages, namely 
Spanish Flu and H1N1 Influenza. While 
Covid-19 occurred in three stages, namely 
SARS CoV-1, MERS CoV and COVID-19 [7].
If we look at the comparison of the number 
of cases of the nine pandemics, it can be 
seen that pandemics caused by infl uenza 
viruses resulted in the most infected peo-

Figure 2. Transformation of Bio-Cyber Threats [12,13]
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ple. Meanwhile, the second Bubonic Plague 
pandemic, known as the Black Death, was 
the pandemic which causing the most 
deaths. It killed 200 million or 60% of the 
European population at that time. Mean-
while, the number of infected and dead 
cases due to Covid-19 is still higher than 
the other two Coronavirus pandemics 
(SARS-CoV-1 and MERS-CoV). However, 
when looking at the Case Fatality Rate 
(CFR) of Covid-19 is the lowest (2-4%) com-
pared to the CFR of SARS-CoV-1 (11%) and 
MERS CoV (35%). This shows that Covid-19 
is not the most lethal pandemic or the one 
that causes the highest morbidity rate [7].

ANALYSIS OF THE COVID-19 
PANDEMIC

From the comparison of SARS CoV2 virus 
with other viruses, viewed from animal res-
ervoirs, mortality rates and number of af-
fected countries, it can be seen that most 
pandemics are spread by bats. The largest 
mortality rate is the pandemic caused by 
the Marburg virus (80%). And the H1N1 vi-
rus is the most widespread virus in the 
world (214 countries). Meanwhile, Covid-19 
is a virus caused by bats with a low mortal-
ity rate (2.09%) and aff ecting 210 countries 
[24].

If we look at the graph of the rise and fall of 
Covid-19 cases globally and in Indonesia, 
we can analyze that Covid-19 spreads 
quickly to all corners of the world due to 
the high mobility of humans. All developed 
countries with high levels of population 
mobility were not spared from the Covid-19 

pandemic. The most Covid-19 cases in In-
donesia are on the islands of Java and Bali, 
which are notably the most densely popu-
lated islands with the highest levels of mo-
bility compared to other islands in Indone-
sia. In addition, Indonesia benefi ts from its 
geographical condition as an archipelagic 
country, so that the sea becomes a barrier 
to population mobility as well as a barrier 
to the spread of the virus throughout Indo-
nesia. Several countries consisting of one 
continental region such as the US, India 
and several countries in Europe also have 
high cases of Covid-19. This is in line with 
their higher population mobility compared 
to archipelagic countries [25].
Another thing to note is that Covid-19 is a 
new disease (new-emerging disease) that 
has never existed before. As a result, ex-
perts still have no experience and tend to 
provide therapy on a trial and error basis. 
This is what makes Covid-19 spread so rap-
idly and lethally to all countries in the 
world, even in developed countries. Draw-
ing from the experience of pandemics that 
have occurred before, a new disease may 
potentially develop into three things: re-
emerge (re-emerging disease), develop 
into a new variant (new variant) or disap-
pear from the face of the earth (eradicate). 
For this reason, we are required to have 
preparedness in facing these three poten-
tial possibilities that may arise in the future 
by carrying out prevention, detection and 
response continuously. One of the things 
that must be anticipated by the govern-
ment and the TNI is to prevent, detect and 
response to the Covid-19 bio-cyber threat 
[26].

In addition to the above, currently Indone-
sia is becoming the country in Southeast 
Asia that has the lowest Covid-19 cases. 
This is a joint success between the govern-
ment and all components of society in tack-
ling Covid-19 both through Micro-scale 
Public Activity Restrictions (PPKM Mikro) 
and vaccination. However, we must not be 
complacent and continue to implement 
health protocols through 3M (consist of 
wearing masks, washing hands and main-
taining distance). In addition, we should 
support the vaccination program until Herd 
Immunity is formed, which is communal 
immunity that can be achieved after vacci-
nation of at least 70% of the population in 
the area [26]. It cannot be denied that civ-
il-military collaboration which has been 
established with the pentahelix concept is 
the key to success. It was collaborate of fi ve 
elements: Academic, Business, Community, 
Government and Mass Media [28].

BIO-CYBER THREATS IN THE 
FUTURE

With the development of technology, the 
types of warfare also adapt to the types of 
threats that use technology aimed at hack-
ing systems, sabotage, spreading hoax 
news, hate speech about SARA (ethnicity, 
religion, race, and inter-group relations), cy-
ber-crime to espionage. This type of threat is 
known as a cyber-threat which then causes 
the emergence of cyber-war or cyber-attack. 
This type of warfare does not require a bat-
tlefi eld unlike other generations of warfare. 
The advantage of cyber warfare is more 
massive, faster but invisible [27].
Based on the Microsoft Security Intelli-
gence report (2017), Indonesia is among 
the 5 countries most vulnerable to cyber 
attacks in the world. In addition, Indonesia 
is also recognized by Akamai (world cyber 
analyst) as the largest country conducting 
cyber attacks in the world. Indonesia con-
trols up to 38% of cyber attacks carried out 
by 175 countries and has succeeded in de-
feating China which controls 34% and the 
United States which only controls 6.9%. 
With these two reports, Indonesia currently 
has a large potential cyber threat, because 
these reports state that Indonesia is vulner-
able to receiving cyber attacks while also 
being the country that conducts the most 
cyber attacks [29].
The content of cyber attacks certainly de-
pends on the objectives to be achieved. 
There are several objectives that are used 
as the basis for carrying out cyber attacks, 

Figure 3. Types of World Pandemic [7]
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for example such as cyber-crime, cyber-ter-
rorism, cyber-hack, cyber-bullying, cy-
ber-espionage, cyber-sabotage, cyber-pro-
paganda, or cyber-war. In addition to the 
above objectives, there are also cyber at-
tacks that are used for fighting back to 
other cyber attacks, for example anti-cy-
ber-crime, anti-cyber-war, etc [27].
The Covid-19 pandemic has caused the 
emergence of new cyber attack content 
known as bio-cyber as previously men-
tioned. The bio-cyber will develop increas-
ingly in the future along with the develop-
ment of cyber technology. And it will be 
grouped into its derivatives, such as bio-cy-
ber-crime, bio-cyber-terrorism, bio-cy-
ber-propaganda, bio-cyber-war, etc [12]. 
The bio-cyber attacks basically have been 
occurred a lot in our daily lives. One exam-
ple of a bio-cyber attack that emerged at 
the beginning of the pandemic was the 
hoax of haram vaccines (forbidden vaccine 
for moslems). With this hoax, people will en 
masse refuse to be vaccinated with certain 
vaccines because they are considered ha-
ram. However, behind this hoax, it turns out 
that there is a trade war being waged by 
large vaccine producing companies [30].
With the increasing development of sci-
ence and technology in the future, it will 
have an impact on transformation in vari-
ous aspects of life. The Industrial Revolu-
tion 4.0 and Societal Revolution 5.0 devel-
oped respectively by Germany and Japan 
will later transform into the Industrial Revo-
lution 5.0 and Society Revolution 6.0 which 
will bring increasingly sophisticated na-
no-digitalization technology. As a result, 
bio-cyber techniques will also develop in 
the future [13].

THE ROLE OF THE TNI IN 
 OVERCOMING BIOSYBER THREATS 
IN THE FUTURE

In accordance with Law No. 34 of 2004 con-
cerning the Indonesian National Armed 
Forces, the TNI has the main task of uphold-
ing state sovereignty, maintaining the terri-
torial integrity of the Unitary State of the 
Republic of Indonesia based on Pancasila 
and the 1945 Constitution of the Republic 
of Indonesia, and protecting the entire na-
tion and all of Indonesia’s bloodshed from 
threats and disturbances to the integrity of 
the nation and state. This task is carried out 
through MOW (OMP) and MOOW (OMSP) 
[16].
The TNI has always been the main element 
and the fi rst team sent in every disaster 

management in Indonesia. This is because 
the TNI has trained personnel and com-
plete facilities for disaster management 
and is on standby for 24 hours / 7 days and 
ready to be moved at any time to all cor-
ners of Indonesia in any diffi  cult terrain 
[10].
The transformation of cyber threats as a 
threat to the sovereignty of the Republic of 
Indonesia, as written in the Indonesian De-
fense White Paper (2015), has been antici-
pated by the Indonesian government by 
establishing a National Cyber and Encryp-
tion Agency (BSSN) in 2017. Meanwhile, in 
the same year, the TNI as the main compo-
nent of defense also formed the TNI Cyber 
Unit (Satsiber TNI) to strengthen the cyber 
countermeasure function which is directly 
under the control of the TNI Commander. 
Several institutions that also have cyber 
teams that already exist in Indonesia today 
include the Cyber Defense Center of the 
National Defense Institute of the Ministry 
of Defense, the Cyber Intelligence Field of 
the State Intelligence Agency (BIN), the TNI 
Strategic Intelligence Agency (BAIS TNI), 
the Directorate of Cyber Crime of the Crim-
inal Investigation Agency of the National 
Police, and the National Counter-Terrorism 
Agency (BNPT). Each of these cyber teams 
coordinates with each other to form cyber 
patrol networks and cyber security [31].
In order to face future bio-cyber threats, it 
is necessary to increase the capacity of ex-
isting cyber teams by deepening biological 
contents that have the potential to become 
cyber threats and collaborating with exist-
ing health units in the Ministry of Defense, 
BSSN, TNI, National Police, BAIS and BNPT 
to form a special desk on bio-cyber [32].

CONCLUSION

Covid-19 is a real global biological threat 
which is a new infectious disease (new 
emerging disease) and also has the poten-
tial to re-emerge (re-emerging disease) 
[33]. The emergence of Covid-19 in the era 
of industrial revolution 4.0 and societal rev-
olution 5.0 can trigger the emergence of 
new threats which are a combination of cy-
ber and biological threats known as bio-cy-
ber threats [13]. With the increasing devel-
opment of digitalization, the potential for 
bio-cyber threats in the future will be even 
greater. For this reason, the role of the TNI 
as the main component of defense assisted 
by other components is very much needed 
in facing bio-cyber threats in the future by 
forming special units that are a combina-

tion of intelligence and health elements 
[12].
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